
UNDERSTAND THE T&Cs

Be skeptical of language like:

In the event of a 
sustained DDoS attack …

… time to respond …

At 1 second, your 
web-facing assets

or applications 
become unavailable.

0:01

At 10 seconds, customer 
friction increases and 

employee productivity 
diminishes.

0:10

At 5 minutes, your brand 
reputation is damaged 

and revenue is lost.

5:00

0:10
=

5:10

TIME TO
MITIGATE

=
TIME TO

RESPOND

Vendor B’s T&Cs define TTM 
as the time to deploy a 
mitigation control — a 

response.

There is no committed SLA 
to stopping the attack.

Vendor C commits to 
automated detection and 
mitigation in its TTM SLA.

Manual, customized 
defensive techniques to 

stop sophisticated attacks 
are not a part of that SLA. 

VENDOR B VENDOR CVENDOR A

Vendor A’s controls must 
analyze a traffic surge for 5+ 
minutes before confirming a 

DDoS attack.

The :10 TTM SLA only starts 
after the attack is confirmed.

When Zero Means 
Zero Seconds
Our proactive mitigation controls are designed to 
drop DDoS attacks, protecting you before you even 
knew you were under attack. That’s the power of 
the Akamai Intelligent Edge Platform.

DDoS attacks are growing to 
record sizes. In 2020, we observed 
increasingly large and complex 
DDoS activity; the number and 
combinations of attack vectors 
are unprecedented.

THE RISKS OF DELAYED TTM

AKAMAI THREAT INSIGHTS

EVALUATE YOUR DDoS POSTURE

AUTOMATION
=

GUARANTEE

How quickly can your vendor 
detect an attack?

How quickly can your vendor start
analyzing traffic?

How quickly can your vendor apply 
mitigation countermeasures?

Would your critical applications 
be available?

Would legitimate users be impacted?Would you suffer from collateral damage?

What are the consequences of downtime?

Effective defense requires the combination of a proven platform, 
seasoned professionals, and refined processes and techniques.

AKAMAI’S TIME TO MITIGATE

Bigger, 
More Complex, 
and More Dangerous

Best-in-Class
Time to Mitigate

TIME TO

Detect Attack

TIME TO

Apply Mitigation
Controls

TIME TO

Block Attack

8 STEPS FOR DDoS MITIGATION

Akamai has the fastest TTM in the industry, with a powerful combination of threat researchers, 
incident managers, security architects, and cutting-edge defensive technologies. Akamai’s 

Security Operations Command Center (SOCC) executes these steps: 

1

2

3

4

5

6

7

8

Detect an attack early with always-on 
DDoS monitoring.

Alert customer using established 
runbook.

Manage customer traffic with always-on 
facilitated routing.

Analyze traffic and identify vectors 
to apply mitigation.

Fine-tune applied mitigations to optimize 
between false positives and false negatives.

Identify new attack vectors.

Analyze traffic and identify emerging 
vectors to continuously apply mitigation.

Optimize applied mitigations to 
neutralize shifting attacks.

Time to mitigate should mean how quickly malicious traffic is identified and blocked, 
without impacting legitimate traffic and users. 

In the end, protecting mission-critical applications, infrastructure, 
and brand reputation is the true measure of success. 

… post detection …

TTM should be finite, right? The time between when a DDoS attack 
starts and when your assets or applications are protected. 

But that’s not what every vendor service-level agreement (SLA) actually means. 
You need to understand exactly when the clock starts and stops. 

ZERO SECONDS?
Can DDoS Attacks Be Stopped in

LET’S BE CLEAR ABOUT TIME TO MITIGATE (TTM)

BEWARE OF THESE COMMON VENDOR SCENARIOS

Akamai secures and delivers digital experiences for the world’s largest companies. Akamai’s intelligent edge platform surrounds everything, from the enterprise to the cloud, so 
customers and their businesses can be fast, smart, and secure. Top brands globally rely on Akamai to help them realize competitive advantage through agile solutions that extend the 
power of their multi-cloud architectures. Akamai keeps decisions, apps, and experiences closer to users than anyone — and attacks and threats far away. Akamai’s portfolio of edge 
security, web and mobile performance, enterprise access, and video delivery solutions is supported by unmatched customer service, analytics, and 24/7/365 monitoring. To learn why 
the world’s top brands trust Akamai, visit www.akamai.com, blogs.akamai.com, or @Akamai on Twitter. You can find our global contact information at www.akamai.com/locations.
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1.3 Tbps 
(terabits per second) 

This attack was 
double the largest 

previous attack. 

It utilized a new DDoS 
reflection attack 

vector — UDP-based 
memcached traffic.

1.44 Tbps/385 Mpps 
(million packets

per second) 

This attack used nine 
different vectors and 

multiple botnet 
attack tools. 

It lasted nearly 2 hours 
and maintained 

1.3 Tbps velocity.

809 Mpps
(million packets 

per second) 

This was the largest 
packet per second attack 

ever recorded on the 
the Akamai Intelligent 

Edge Platform.

It utilized a large number 
of globally distributed 

and previously unrecorded 
source IPs, indicating an 

emerging botnet.
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Learn more

STRENGTHEN YOUR
DDoS PROTECTION TODAY

Find out how Akamai can help you
achieve zero-second mitigation.

https://www.akamai.com/us/en/campaign/secure-apps-and-apis.jsp

